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INTRODUCTION

China remains the undisputed leader in developing and fielding technologies that enable government control
and manipulation of foreign and domestic populations, otherwise known as techno-authoritarianism.' The
firms that produce these technologies consist of both Chinese state-owned companies and China-based private
entities susceptible to Beijing’s pressure to censor and surveil. One of those private firms is Tiandy Technologies
Co., Ltd. (RIZXR %L HEB R AR 8)), based in Tianjin province in northern China. Both Tiandy testimonials
and Chinese government press releases advertise the use of the company’s products by Chinese officials to
track and interrogate Uyghur Muslims and other ethnic minorities in China’s Xinjiang province.* According
to human rights groups, Chinese authorities also employ Tiandy products, such as “tiger chairs,” to torture
Uyghurs and other minorities.’

The Chinese firms that equip Beijing’s surveillance state market facial recognition software, emotion-detecting
artificial intelligence (AI) technologies, surveillance drones, and closed-circuit television (CCTV) capabilities to
other autocratic regimes, including Russia and the Islamic Republic of Iran. According to Tiandy Iran’s website and
Instagram account, the company has sold surveillance equipment to Iran’s security, police, and military services.*
The Internet Protocol Video Market (IPVM), a U.S.-based security industry research group and trade publication,

1. Adrian Shahbaz, “The Rise of Digital Authoritarianism,” Freedom House, October 2018. (https://freedomhouse.org/report/freedom-
net/2018/rise-digital-authoritarianism)

2. “PTEXRHHL B FRFEERAT-FiRITWAHERSZR (Xinjiang Tiandy Weiye Electronic Technology Co., Ltd.-Interrogation
Industry Solutions);” Xinjiang Tiandi Weiye (China), archived July 19, 2021. (https://perma.cc/SK2X-YPH9); “KithfF il Bh H #Ti84E T
REAXLBRENXEEHARARIZ (Tiandi Weiye Assists in the Training of Information Technology Personnel of the Xinjiang
Uygur Autonomous Regions Procuratorial Organs),” Xinjiang Uygur Autonomous Region Security Technology Protection Industry
Association, November 17, 2014. (https://www.xjafxh.org/shows/51/728.html)

3. Conor Healy, “Uyghur Surveillance & Ethnicity Detection Analytics in China,” IPVM, August 20, 2021. (https://uyghurtribunal.com/
wp-content/uploads/2021/09/Conor-Healy.pdf)

4. “Gs ol a3 QI (leo) (Tiandi’s Successful Projects (Iran)),” Tiandy Iran, archived November 26, 2021. (https://web.archive.
org/web/20211126090445/https:/tiandy.ir/successful-cases-iran)
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also obtained documents that report such sales.” The products reportedly sold to Iran include network video
recorders that digitize and store surveillance videos, using microchips that Tiandy produced in partnership with
U.S. manufacturer Intel.®

At present, Tiandy is not subject to U.S. sanctions or export controls. In light of Tiandy’s operations in both
Xinjiang and Iran, policymakers should consider moving quickly to target Tiandy’s global operations to cut the
company and its owner, Dai Lin, off from the international financial system and global supply chains.

In particular, Washington should examine whether Tiandy’s conduct meets the criteria for imposing sanctions
under Executive Order 13818, which implemented the Global Magnitsky Human Rights Accountability Act,
targeting persons who are “responsible for or complicit in, or to have directly or indirectly engaged in, serious
human rights abuse.”” U.S. allies, such as Britain and Canada, that have comparable global human rights sanctions
regimes should also determine whether Tiandy meets criteria for sanctions. The U.S. government should consider
sanctions and punitive actions pursuant to other laws and executive orders that specifically target the perpetrators
of human rights abuses in Iran and China.

TIANDY’S GLOBAL OPERATIONS AND PRODUCTS

Founded in 1994, Tiandy has grown rapidly into China’s fourth largest CCTV company and a major supplier to the
Chinese government, reporting revenues of approximately $620 million in 2019.® According to Tiandy’s website, its
products have reached over 500 “smart cities,” both in China and abroad, as well as security networks at London’s
Heathrow Airport.” Events such as the Davos World Economic Forum and the 2014 World Cup in Brazil have
also employed the firm’s technology. Tiandy’s partnership network facilitates product distribution in more than
60 countries, including Australia, Thailand, Vietnam, India, Poland, Albania, Greece, Georgia, Croatia, Uruguay,
Kenya, Russia, and Egypt.'® Tiandy’s office in Alberta, Canada is responsible for managing its U.S. operations and
sales, and its products are available for purchase in the U.S. on Amazon."

Tiandy develops, produces, and markets cameras and related artificial intelligence-enabled software, including
an ethnicity tracking tool that the company claims can digitally detect someone’s race. Chinese authorities have
deployed ethnicity tracking tools against Uyghurs in Xinjiang, according to human rights groups and press

5. Charles Rollet, “Tiandy’s Iran Business, Sells to Revolutionary Guard and Military;” IPVM, December 6, 2021. (https://ipvm.com/
reports/tiandy-iran-business)

6. “Equipment Provider,” Intel, accessed November 14, 2022. (https://www.intel.com/content/www/us/en/internet-of-things/ai-in-
production/partners/tiandy.html)

7. Global Magnitsky Human Rights Accountability Act, S. 284, 114th Congress (2015-2016). (https://www.congress.gov/bill/114th-
congress/senate-bill/284/text)

8. “Tiandy Won 7th in the a&s 2020 Global Security 50 Ranking,” Tiandy, accessed November 14, 2022. (https://en.tiandy.com/index.
php?s=/home/article/detail/id/1283.html)

9. Tiandy Technologies Co., Ltd., Tiandy, accessed November 14, 2022. (https://en.tiandy.com/index.php?s=/home/single/lists/
category/68.html)

10. “Partner;” Tiandy, accessed November 14, 2022. (https://en.tiandy.com/index.php?s=/Home/Single/lists/category/69.html); “Tiandy
Australia,” Tiandy, accessed November 14, 2022. (https://tiandy.com.au/); “Tiandy Russia,” Tiandy, accessed November 14, 2022. (https://

tiandy-russia.ru/)
11. Tiandy USMCA, accessed November 14, 2022. (https://tiandytech.com)
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reporting, along with Huaweis facial recognition software, emotion-detecting AI technologies, surveillance
drones, and a host of other techno-authoritarian tools."

Tiandy has not obfuscated its development of ethnicity tracking Al solutions. In fact, just the opposite. For instance,
Tiandy’s 2020 software development kit (SDK) included explicit references to the company’s “race” analytics
tool, including its ability to distinguish between Uyghurs and Han Chinese. Tiandy’s SDK code also includes an
ethnicity minority estimator. This feature reportedly can determine whether an individual is an ethnic minority by
analyzing their face and assigning them a score on a scale of 0 to 100, with a score above 50 indicating that they are
an ethnic (i.e., non-Han Chinese) minority.

TTFE_FALCAT IM_WOT L FrdageE

TYPE GEMDER 1 ffgender @:female l:male

TYPE_MASKS 2 fimasks @-none, 1-yes

TYPE_BEARD 3 ffbeard @-none, 1-yes

TYPE_EYEOPEN 4 //eye open B-none, 1-yes

TYPE MOUTH 5 {fmouth @-none, 1-yes

TYPE__GLAE‘\.‘E'Z [ ffglasses @-none, l-normal, 2-sun 3 - 3:other

TYPE_RACE 7 ffrace @-yellow, 1-black, 2 white,

TYPE_EMOTION 8 ffemotlon @-angry, 1-calm, 2-disgust, 3-confused, 4-happy, S5-sad, 6-scared, 7-surpri
TYPE_SMILE 9 ffsmile B-none, 1-yes

TYPE_VALUE 18 Jivalue

TYPE_MATION 11 I/ /nation @-han, 1-minority |

¥PE FACE PROBABILITY 12 fitace probability K5 debupgping information, value 8-188, more than 58 for non face

X_TYPE_SCENE 31 //scene, value-[0,65535]

R_TYPE_NATIONAL_PROBABLITY 32 | //National probability,[0100], more than 50 are ethnic minorities

R TYPE_FACE_ATTR_CREDIBILITY 33 //Face attribute crediblility,9-low 1-high

[ — — |

Tiandy’s race-determining Al analytics can label photographs and other forms of static media. They can also
be paired with certain Tiandy camera models to analyze dynamic CCTV footage. For instance, one of Tiandy’s
4K cameras supports “face detection [statistics] based on age, gender, number of people, and ethnicity of faces,”
whereas one of its five megapixel (5MP) face recognition cameras “supports ... ethnicity of faces,” although the
company’s website cautions, “age and ethnicity statistics are imprecise.”"

Tiandy’s public marketing materials also advertise “smart” interrogation tables, which integrate a series of
peripheral devices used in the interrogation process, such as touch-screen central control systems, electronic

12. Conor Healy, “Uyghur Surveillance & Ethnicity Detection Analytics in China,” IPVM, August 20, 2021. (https://uyghurtribunal.com/
wp-content/uploads/2021/09/Conor-Healy.pdf); Avi Asher-Schapiro, “China Found Using Surveillance Firms to Help Write Ethnic-
Tracking Specs,” Reuters, March 30, 2021. (https://www.reuters.com/article/china-tech-surveillance-idINL8N2LO5HO); Drew Harwell
and Eva Dou, “Huawei Tested AI Software That Could Recognize Uighur Minorities and Alert Police, Report Says,” The Washington Post,
December 8, 2020. (https://www.washingtonpost.com/technology/2020/12/08/huawei-tested-ai-software-that-could-recognize-uighur-
minorities-alert-police-report-says); Jane Wakefield, “AT Emotion-Detection Software Tested on Uyghurs,” BBC News (UK), May 26,
2021. (https://www.bbc.com/news/technology-57101248)

13. “Download Center, SDK V4.5.0.1/Build4.5.20.710,” Tiandy Tech, archived July 14, 2021. (https://perma.cc/7ZEK-E2KD?type=image).
14. Ibid.

15. “4KEFIL B G- RitbfF A HARBER ) (4K Structured Camera-Tiandi Weiye Technology Co., Ltd.);” Tiandy Tech, archived
July 16, 2021. (https://perma.cc/R4AU-YA8J?type=image)
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evidence devices, and transcript verification machines.’® The company markets these tables alongside its “tiger
chairs,” which feature affixed leg irons and handcuffs to restrain occupants.

Chinese officials have employed “tiger chairs” at Uyghur concentration camps in Xinjiang province. According
to Human Rights Watch, former Uyghur detainees have claimed Chinese police strapped them into these metal
chairs for hours and even days, depriving them of sleep, and immobilizing them until their legs were swollen."”
Similar findings were cited in the “Xinjiang Police Files,” a cache of internal Chinese government documents
obtained by human rights advocates and published by the Victims of Communism Memorial Foundation detailing
Chinese human rights abuses in Xinjiang province.'®

Tiandy maintains a partnership with Intel, according to
Intel’s website.”” The partnership centers on the use of
Intel’s Celeron, Core, and Xeon processors in Tiandy’s
networked video recording (NVR) technology. Users
can pair the Tiandy product, known as SuperNVR¥,
with digital internet protocol (IP) cameras to create
complex video surveillance systems involving thousands
of closed-circuit cameras. Tiandy sells its NVR systems
in Europe, North America, South America, Central
America, China, the Asia Pacific, Japan, Africa, and
the Middle East.

Additionally, Tiandy is listed on Intel China’s website
as a “titanium level” Intel Original Equipment
Manufacturer (OEM) partner, the top tier of Intel’s
global membership program for partner companies
that deliver Intel-based technology solutions to the
marketplace.” Intel awarded Tiandy a security industry
strategic partner award in 2018, as well as the Intel
Application Innovation Award in 2019.*!

Tiandy “Smart” Interrogation Table and “Tiger Chair”
Source: Tiandy Marketing Materials, April 2021

16. “500 /7 8 £ J¢ A B #1180 — 4R 41- K #2455 )b £ R B PR 22 F] (5 Million Super starlight Face Capture All-in-One Machine-Tiandi Weiye
Technology Co., Ltd.),” Tiandy Tech, archived July 16, 2021. (https://perma.cc/J5L9-XS9F)

17. “Tiger Chairs and Cell Bosses,” Human Rights Watch, May 13, 2015. (https://www.hrw.org/report/2015/05/13/tiger-chairs-and-cell-
bosses/police-torture-criminal-suspects-china)

18. Xinjiang Police Files, accessed November 14, 2022. (https://www.xinjiangpolicefiles.org)

19. “Equipment Provider - Tiandy Technologies Co. Ltd,” Intel Corporation, archived November 12, 2022. (https://perma.cc/R5MP-
5F7X?type=image)

20. “Intel Partner Directory - K& X #1455 . 258 £ 5 PR 42 ] (Tianjin Tiandi Weiye Digital Technology Co., Ltd.); Intel Corporation,
archived November 12, 2022. (https://perma.cc/5AYT-E2B7?type=image). “About Membership,” Intel Corporation, accessed November
17, 2022. (https://www.intel.com/content/www/us/en/partner-alliance/membership/overview.html)

21. “Tiandy won the 2018 Intel Security Industry Strategic Partner Award,” Tiandy Tech, archived November 28, 2021. (https://
perma.cc/2SVG-USTA?type=image); “Tiandy Get Intel Award,” Tiandy Tech, archived November 28, 2021. (https://perma.cc/9YRZ-
JHXT?type=image).
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TIANDY’S OWNER AND OPERATIONS IN CHINA

Tiandy is owned almost exclusively by its founder and chief executive officer, Dai Lin, a member of the Chinese
Communist Party (CCP) who also served as one of 2,270 delegates to the CCP’s 18th Party Congress in 2012.%> Dai
also serves as the head of Tiandy’s Party Committee, which, in accordance with the Chinese constitution, operates
as a CCP cell within Tiandy’s corporate structure.” In this capacity, Dai is responsible for ensuring that Tiandy
implements CCP policies and that the company’s operations and hirings align with CCP priorities. The company
adheres to 2017 guidance issued by China’s Ministry of Public Security outlining technical requirements for facial
recognition and ethnicity tracking analytics in public security-related surveillance.*

Tiandy’s website includes a page documenting Dai Lin’s meetings with senior CCP officials, including Xi Jinping,
who visited Tiandy’s headquarters in 2016, and former Deputy Communist Party Secretary of Xinjiang Province
Wang Junzheng, whom the U.S. government sanctioned in 2021* pursuant to Executive Order (E.O.) 13818 for his
direct role in perpetrating serious human rights violations in Xinjiang.

22. Black Schmidt and Venus Feng, “China’s Surveillance Firm Tiandy Tech Founder Has Amassed a Fortune Keeping Tabs on Everyone,”
Deal Street Asia (Singapore), February 22, 2019. (https://www.dealstreetasia.com/stories/chinas-surveillance-firm-tiandy-tech-founder-
has-amassed-a-fortune-keeping-tabs-on-everyone-122703); “About Tiandy,” Tiandy Tech, accessed November 15, 2022. (https://www.
tiandy.com/gytd/fzlc/2012n); Edward Wong, “Ending Congress, China Presents New Leadership Headed by Xi Jinping,” The New York
Times, November 14, 2012. (https://www.nytimes.com/2012/11/15/world/asia/communists-conclude-party-congress-in-china.html)
23, “BREAURMAPEHFFELIL100EF | RitpfHlk TBE BEFER PR (Warmly Celebrate the 100th Anniversary of the
Founding of the Communist Party of China! Tiandi Weiye Theme Party Day Activities Entered Xibaipo),” Tiandy WeChat, archived July
2, 2021. (https://perma.cc/Y34V-EHRC?type=image); Federica Russo, “Politics in the Boardroom: The Role of Chinese Communists
Party Committees,” The Diplomat, December 24, 2019. (https://thediplomat.com/2019/12/politics-in-the-boardroom-the-role-of-
chinese-communist-party-committees)

24. People’s Republic of China Ministry of Public Security, “HF 4 A R #£ Ml B 2 #£ & £ 17 Al #5 & (Peoples Republic of
China Public Safety Industry Standards),” December 28, 2017. (https://ipvm-uploads.s3.amazonaws.com/uploads/78cc/737¢/Facial%20
Recognition%20Standards.pdf)

25, “G G M- Rith 5l H AR B PR/ F] (Leadership Cares -Tiandi Weiye Technology Co., Ltd.),” Tiandy Tech, archived July 16, 2021.
(https://perma.cc/WT4V-BNZ4). U.S. Department of the Treasury, “Treasury Sanctions Chinese Government Officials in Connection
With Serious Human Rights Abuse in Xinjiang,” March 22, 2021. (https://home.treasury.gov/news/press-releases/jy0070)
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Tiandy employs approximately 2,000 individuals, most of whom work out of the company’s Tianjin-based
headquarters.” However, Tiandy also maintains an approximately 40-person office in Urumgji, the capital of the
Xinjiang region where Uyghurs are oppressed.”” The company touts its work in Xinjiang as providing “stability
maintenance” and sustaining “safe cities, roads, hotels, courts, and mosques.” Tiandy’s Xinjiang website references the
company’s “interrogation solution,” used by Chinese police and courts in Xinjiang.*® In 2014, Tiandy hosted a training
session for Xinjiang procuratorate information technology personnel, an extension of the prosecutor’s office.”” In
the session, trainees learned about Tiandy’s first-of-its-kind “high-definition portable interrogation system.”

Tiandy has been integral in selling and installing integrated police security solutions to many Chinese police and
court systems, according to its website. Those solutions include building law enforcement, interrogation, and case
management centers across Tibet, as well as the provinces of Inner Mongolia, Henan, Shandong, and Qinghai.*

26. “Tiandy Technologies Co., Ltd.,” Tiandy, accessed November 14, 2022. (https://en.tiandy.com/index.php?s=/home/single/lists/
category/68.html)

27. “SiEER b 45l 88 F R B R4 F-2 B E A (Xinjiang Tiandi Weiye Electronic Technology Co., Ltd.-Company Profile - Xinjiang),”
Tiandy Tech, archived July 19, 2021. (https://perma.cc/N4YH-6AWN)

28. “TiEER b fH b B8 F RHE B R F-2 B ST (Xinjiang Tiandi Weiye Electronic Technology Co., Ltd.-Company Profile);” Tiandy
Tech, archived July 19, 2021. (https://perma.cc/N4YH-6 AWN?type=image)

29. “RitnFlBY h#BE B REBEXLBRENXEFEERRARIZY| (Tiandi Weiye Assists in the Training of Information
Technology Personnel of the Xinjiang Uygur Autonomous Region’s Procuratorial Organs),” Xinjiang Uygur Autonomous Region Security
Technology Protection Industry Association, November 17, 2014. (https://www.xjafxh.org/shows/51/728.html)

30. “Kith 45l B o F N £ N A R HCES ST B R HEH RIARI B FF (Tiandi Weiye Assisted in the Successful Convening of the
Promotion Meeting for the Standardization of Law Enforcement of Public Security Organs in Aba Prefecture),” Tiandy Tech, archived
November 17, 2022. (https://web.archive.org/web/20221117154400/https://www.tiandy.com/xwzx/gsxw/2052.html); “Kits{Hl B 52
AT AR ENREE P OREFRKIEIR- R it fHll 2 ARBBRZ ] (Tiandi Weiye Assists Baotou City Public Security Bureau Law
Enforcement and Case Management Center to Upgrade and Construction-Tiandi Weiye Technology Co., Ltd.),” Tiandy Tech, archived
July 12, 2021. (https://perma.cc/MGQ9-HVWW); “LEAQERE B | Rith 4%l By 1 BEPA T A2 BN FF Wil - R it 4l R B BR A A
(Tiandi Weiye Assists Nanyang City Procuratorate in Public Hearing-Tiandi Weiye Technology Co., Ltd.),” Tiandy Tech, archived July
12, 2021. (https://perma.cc/A4P]-L3ZP); “BEFH @it | RipFl PIRLRE LN ZTHEREERFA- R FULERERLE
(Tiandi Weiye Won the Bid for the Law Enforcement Supervision and Management Platform of Shandong Provincial Public Security
Department),” Tiandy Tech, archived July 12, 2021. (https://perma.cc/9]LT-66U7); “R L By h B AR OIEF I —REEMED
REE R O-K il HAREBR T (Tiandi Weiye Helps Qinghai Public Security to Create a First-Class Intelligent Law Enforcement
and Case Handling Management Center in Northwest China-Tiandi Weiye Technology Co., Ltd.),” Tiandy Tech, archived July 12, 2021.
(https://perma.cc/9JLT-66U7)
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Tiandy interrogation system installed in Baotou Province, China, Tiandy’s “Intelligent Interrogation Table,” as installed in Haian City
in 2020. Source: Tiandy. in Jiangsu Province, China, in May 2021. Source: Tiandy

B
A

Tiandy’s Intelligent Law Enforcement Case Handling Management Tiandy’s integrated video technology prosecutorial interrogation
Center in Qinghai Province in 2021. Source: Tiandy system installed in Nanyang City, Henan Province, in 2021.
Source: Tiandy.

TIANDY’S OPERATIONS IN IRAN

Iran has long relied on China to augment its digital surveillance capabilities, and Tehran was an early adopter
of Beijing’s “social credit” system, which it wields to assess citizens’ behavior and trustworthiness.’ In 2020, the
U.S. government accused Huawei of aiding Tehran by “installing surveillance equipment, including surveillance
equipment to monitor, identify, and detain protesters” during bouts of unrest.**

Iranian government representatives have publicized plans to leverage smart technologies, including AI-powered
face recognition, to maintain regime stability and neutralize dissent. Enhanced cooperation with China is central
to those efforts, and in April 2021, Mahmoud Nabavian, an Iranian parliamentarian, noted that cyber cooperation

31. Yau Tsz Yan, “Exporting Chinas Social Credit System to Central Asia,” The Diplomat, January 17, 2020. (https://thediplomat.
com/2020/01/exporting-chinas-social-credit-system-to-central-asia); “U.S. Accuses Chinas Huawei of Helping Iran Track
Protestors,” Radio Free Europe/Radio Liberty, February 14, 2020. (https://www.rferl.org/a/us-accuses-huawei-aiding-iran-track-
protesters/30433636.html)

32. “US. Accuses Chinas Huawei of Helping Iran Track Protestors,” Radio Free Europe/Radio Liberty, February 14, 2020. (https://www.
rferl.org/a/us-accuses-huawei-aiding-iran-track-protesters/30433636.html)
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with China was a pivotal national security matter for the regime in Iran. He said it was important for Iran to
“cooperate with China in the field of artificial intelligence,” as well as “in the military and defense fields.™*

In response to countrywide protests this year, Moosa Chazanfarabadi, the head of the Iranian Parliament’s judicial
commission, suggested that a large police presence on the streets would not be necessary if the government
accelerated efforts to equip security forces with smart technologies.”® Leaders representing Iran’s Border Guard
Command (known as FARAJA or a8 b)) have issued statements warning Iranian protestors that Iranian
security services intend to use surveillance cameras to identify and arrest individuals involved in protests.*

In 2021, according to contract documents obtained by IPVM, a research group and trade publication, Tiandy
reportedly supplied Iran’s Islamic Revolutionary Guard Corps (IRGC), police, and military with several of its
products.” Tiandy’s partnership with Iran is overseen by its eight-person office in Tehran.” In addition to the
IRGC, Tiandy’s Iranian clients include the Qom and Zanjan Social Security Organization; Irans Armed Forces
Social Security Organization; the Criminal Investigation Department of Khomam Citys Police Force; Iran
Electronics Industries, an Iranian government organization affiliated with Iran’s Ministry of Defense and Armed
Forces Support; as well as other Iranian security and military entities.*®

Tiandy reportedly supplied the Iranian military with networked video recorders to digitize and store surveillance
videos, according to a since-deleted Tiandy Instagram post. These recorders, including Tiandy’s K2000 “all in one”
video management server, are powered by microchips produced by U.S. manufacturer Intel.*

Tiandy’s products are available commercially in Iran. On Tiandy Iran’s website, Iran-based customers can purchase
all of Tiandy’s surveillance offerings, which are distributed via Faragostar Persia Electronics Co., an Iranian firm.*

33. “Senior MP: Iran-China Cooperation Plan is a Win-Win Game,” Tehran Times (Iran), April 21, 2021. (https://www.tehrantimes.com/
news/459726/Senior-MP-Iran-China-cooperation-plan-is-a-win-win-game)

34, “Nigdagme Koo slala o elaial (a5 lilatia / i€ i) ) Clas 4pda s e AT (6 80 s e LG50 $omlae sailai algidin (The Proposal
of the Parliamentarian; Face-Scanning Cameras to Record Violations Related to People's Hijab; Violators to be Deprived of Social Rights
inOtherPlaces),” Entekhad.ir,accessed November 16,2022. (https://www.entekhab.ir/fa/news/698935/ )99 yulzs-ounlé-slyis % E2%80% 8 C
o d-pgyome-503-Glol- - Lelata)-Bobo- - Olaksie-duS -Cud-ly-3L3)- Oloo-do- b gy yo-Olalss- g ) 55-0 pa- o)

35. “ Raa,y lagmsn ) edliinl /atiua Wodi ) oo o) Sdliie) (The Troublemakers Are Shooting Small Birds/ Using Surveillance
Cameras), Mashregh News, accessed November 15, 2022. (https://www.mashreghnews.ir/news/1424935/-dxtun-la-0u3,) 5 5- 503 55)0-01 SbLize |
Sdo)y-gle-093-3)-05lial)

36. Charles Rollet, “Tiandy’s Iran Business, Sells to Revolutionary Guard and Military;” IPVM, December 6, 2021. (https://ipvm.com/
reports/tiandy-iran-business)

37. Tiandy, accessed November 14, 2022. (https://tiandy.ir); Scott Ikeda, “Chinese Company Found to be Selling Video Surveillance
Systems to Iran; Product Line Includes ‘Ethnicity Tracking, Accessories for Torture Chairs,” CPO Magazine, January 6, 2022. (https://
www.cpomagazine.com/data-privacy/chinese-company-found-to-be-selling-video-surveillance-systems-to-iran-product-line-includes-
ethnicity-tracking-accessories-for-torture-chairs)

38. “(0)n) 2l 3hse s 2551 (Tiandy’s Successful Project — Iran),” Tiandy Iran, archived November 26, 2021. (https://web.archive.org/
web/20211126090445/https:/tiandy.ir/successful-cases-iran/); “Tiandy’s Iran business, sells to Revolutionary Guard and military,
IFMAT, December 15, 2021. (https://www.ifmat.org/12/15/tiandys-iran-business-sells-to-revolutionary-guard-and-military)

39. Charles Rollet, “Tiandy Iran Brags About Intel Inside, Intel Investigating,” IPVM, December 13, 2021. (https://ipvm.com/reports/
tiandy-iran-brags?code=xybl); “K2000 All-in-one Video Management Server,” Tiandy, accessed November 14, 2022. (https://en.tiandy.
com/index.php?s=/home/product/detail/id/330.html#specification)

40. Omid Shams, “Which Companies, Individuals Supply Iran With Equipment Used for Repression,” Iran Wire, November 15, 2022.
(https://iranwire.com/en/politics/109865-which-companies-individuals-supply-iran-with-equipment-used-for-repression); “Homepage,”
Faragostar Persia Electronics Co, accessed November 10, 2022. (https://faragostar-co.com)
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These include dozens of models of Al-enabled dome cameras, networked camera solutions, facial recognition
terminals, and thermal imaging cameras. Tiandy Iran sells Video Management Systems that integrate with
cameras, encoders, recording systems, underlying storage infrastructure, client workstations, gateway systems,
and analytics software, mainly by providing a single interface for video surveillance infrastructure management.
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PoLICY RECOMMENDATIONS

At present, Tiandy is not subject to U.S. sanctions or export controls. In light of Tiandy’s operations in both
Xinjiang and Iran, policymakers should consider removing the company, its owner, and stakeholders from the
international financial system and global supply chains.

To that end, the United States and its allies should consider Magnitsky sanctions and work to shut Tiandy offices
around the world. The Treasury Department should consider adding Tiandy and its CEO, Dai, to the Specially
Designated Nationals and Blocked Persons List under its broad Iran human rights sanctions authorities.*
Executive Order 13606 imposes sanctions on those who employ “information and communications technology
that facilitates computer or network disruption, monitoring, or tracking that could assist in or enable serious
human rights abuses by or on behalf of the Government of Iran*

Similarly, Executive Order 13553, which implements the human rights sanctions contained in the Comprehensive
Iran Sanctions, Accountability, and Divestment Act of 2010, imposes sanctions on persons who have “provided
financial, material, or technological support” for “the commission of serious human rights abuses” in Iran.*
Wielding these authorities would cut Tiandy oft from U.S. banks and limit its ability to operate around the world.

41. U.S. Executive Order 13553, “Blocking Property of Certain Persons With Respect to Serious Human Rights Abuses by the Government
of Iran and Taking Certain Other Actions,” September 28, 2010. (https://home.treasury.gov/system/files/126/13553.pdf)

42. U.S. Executive Order 13606, “Blocking the Property and Suspending Entry Into the United States of Certain Persons With Respect to
Grave Human Rights Abuses by the Governments of Iran and Syria Via Information Technology;,” April 22, 2012. (https://home.treasury.
gov/system/files/126/13606.pdf)

43. U.S. Executive Order 13553, “Blocking Property of Certain Persons With Respect to Serious Human Rights Abuses by the Governments
of Iran and Taking Certain Other Actions,” September 28, 2010. (https://home.treasury.gov/system/files/126/13553.pdf)
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Relatedly, the executive branch should determine whether Tiandy’s operations violate portions of the Uyghur
Human Rights Policy Act of 2020 and, if so, impose the sanctions mandated against foreign persons responsible
for using torture, or cruel, inhumane or degrading treatment and punishment against the Uyghurs and others.**

Meanwhile, the Department of Commerce’s Bureau of Industry and Security should consider including Tiandy
on its Entity List, thereby restricting the export of U.S. technology and components to the company by subjecting
them to license requirements and/or export bans on specific items, such as U.S.-produced semiconductors and
associated parts.*” The Federal Communications Commission should explore banning Tiandy’s products in the
United States, consistent with its authorities in the Secure Equipment Act of 2021.* Lastly, the State Department
should consider issuing visa revocations for Dai as well as select Tiandy officials.

For too long, companies like Tiandy have operated with impunity. Action against Tiandy would send a clear
message that Washington takes Chinese techno-authoritarianism seriously and will hold accountable those who
facilitate Beijing and Tehran’s abuses.

44. Uyghur Human Rights Policy Act, S. 3744, 116th Congress (2019-2020). (https://www.congress.gov/bill/116th-congress/senate-
bill/3744/text)

45. U.S. Department of Commerce, Bureau of Industry and Security, “Entity List,” accessed November 14, 2022. (https://www.bis.doc.
gov/index.php/policy-guidance/lists-of-parties-of-concern/entity-list)

46. Secure Equipment Act of 2021, Pub. L. 117-55, 167 Stat, codified as amended at 47 U.S.C. (https://www.govinfo.gov/app/details/
PLAW-117publ55)
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Foundation for Defense of Democracies (FDD)

FDD is a Washington, DC-based nonpartisan research institute focusing on national security and foreign policy.

FDD’s China Program

Leveraging the full scope of economic, financial, military, political, cyber, and technology tools, FDD’s China
Program exposes and challenges the wide-ranging threats posed by the Chinese Communist Party. FDD’s China
team includes experts with Chinese-language skills, data-driven mining capabilities to examine Chinese language
sources, and experience in government, intelligence, the military, and the technology sector.

FDD’s Barish Center for Media Integrity

FDD’s Barish Center for Media Integrity addresses the national security threats posed by misinformation,
disinformation campaigns, and influence operations waged by foreign adversaries against the United States and
allied democracies.

Craig Singleton is a senior fellow at FDD, where he also serves as deputy director of FDD’s China Program. He previously spent
more than a decade as a senior U.S. diplomat, completing multiple overseas assignments in the Middle East, Latin America, and

East Asia. While stationed in Washington, DC, Craig focused on developing policies aimed at confronting China’s malign influence
activities and North Korea’s nuclear weapons program.

EDD wvalues diversity of opinion and the independent views of its scholars, fellows, and board members. The views of the
authors do not necessarily reflect the views of FDD, its staff; or its advisors.
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