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Introduction

Hacking election infrastructure remains di�cult, but attempts to hack people’s minds can be as easy as spinning 
up fake social media pro�les and websites. While federal agencies and election o�cials repeatedly a�rm the 
physical security and cybersecurity of U.S. elections,1 a signi�cant vulnerability remains — the public’s belief in 
the integrity of elections. America’s adversaries — speci�cally China, Russia, and Iran — are seeking to cast doubt 
on the very value of democratic processes because America’s most enduring asset is the strength of its democracy. 

Exposing these malicious campaigns limits our adversaries’ ability to sow discord and spread lies about America’s 
political system. For this reason, in the lead-up to and following the November elections, the Foundation for Defense 
of Democracies (FDD) will produce reports providing a snapshot of the foreign malign in�uence operations of 
Iran, Russia, and China targeting U.S. voters. 

�e reports will focus on attempts by U.S. adversaries to create inauthentic accounts, pages, and media brands 
that present themselves as the voices of actual Americans while delivering content cra�ed by Tehran, Moscow, 
and Beijing. �e reports will emphasize examples of such deception that FDD has uncovered through its own 
research. While America’s adversaries also produce content that they distribute via outlets openly a�liated with 
their governments, such as Sputnik or China Daily, they are increasingly investing in capabilities to conduct covert 
in�uence operations.2 

In addition to documenting foreign in�uence operations, FDD’s reports will identify actionable, short-term 
measures that U.S. policymakers, law enforcement, and private companies can take to combat attempts to 
undermine Americans’ belief in the value of U.S. elections. Speci�cally, this report recommends sanctioning both 
the operatives conducting these in�uence campaigns and the �nancial networks that enable the activity. Authorities 
also need to conduct more robust investigations and dismantle known infrastructure that supports these in�uence 
campaigns whether located in the United States or abroad. 

1. U.S. O�ce of the Director of National Intelligence, “60 Days until Election 2024: Election Security Update as of Early September 2024,” 
September 6, 2024. (https://www.dni.gov/�les/FMIC/documents/ODNI-Election-Security-Update-20240906.pdf); U.S. Federal Bureau of 
Investigations and U.S. Cybersecurity and Infrastructure Security Agency, “Just So You Know: Ransomware Disruptions During Voting 
Periods Will Not Impact the Security and Resilience of Vote Casting or Counting,” August 15, 2024. (https://www.cisa.gov/sites/default/
�les/2024-08/Just_So_You_Know_Ransomware_Disruptions_During_Voting_Periods_Will_Not_Impact_the_Security_and_Resilience_
of_Vote_Casting_or_Counting_8.15.24_V2_508c_0.pdf)
2. Bradley Bowman, ed., “Cognitive Combat: China, Russia, and Iran’s Information War Against America,” Foundation for Defense of 
Democracies, June 2024. (https://www.fdd.org/analysis/2024/06/28/cognitive-combat) 

https://www.dni.gov/files/FMIC/documents/ODNI-Election-Security-Update-20240906.pdf
https://www.cisa.gov/sites/default/files/2024-08/Just_So_You_Know_Ransomware_Disruptions_During_Voting_Periods_Will_Not_Impact_the_Security_and_Resilience_of_Vote_Casting_or_Counting_8.15.24_V2_508c_0.pdf
https://www.cisa.gov/sites/default/files/2024-08/Just_So_You_Know_Ransomware_Disruptions_During_Voting_Periods_Will_Not_Impact_the_Security_and_Resilience_of_Vote_Casting_or_Counting_8.15.24_V2_508c_0.pdf
https://www.cisa.gov/sites/default/files/2024-08/Just_So_You_Know_Ransomware_Disruptions_During_Voting_Periods_Will_Not_Impact_the_Security_and_Resilience_of_Vote_Casting_or_Counting_8.15.24_V2_508c_0.pdf
https://www.fdd.org/analysis/2024/06/28/cognitive-combat/
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FDD Exposes Network of 19 Iranian Websites

As part of a broader global operation, Iran is attempting to pass o� as legitimate news outlets a series of websites it 
controls, attempting to trick Americans into consuming Iranian propaganda. In early August, Microso� identi�ed 
three such websites,3 and OpenAI exposed another two.4 FDD has shown that these �ve domains are part of a 
larger network of at least 19 websites tailored to diverse audiences around the world.5 �ese websites attempt to 
portray themselves as authentic, local voices but are likely run by Iranian operatives. 

Within this broader network, eight English-language websites focus heavily on the U.S. election. Several target 
speci�c geographic, demographic, or a�nity groups, including African Americans, Veterans, Spanish-speakers, 
and Muslims in Michigan. Two of the U.S.-focused websites promote more conservative views, while the others 
support liberal and progressive candidates.

Afromajority[.]com targets African American voters with content that is o�en critical of former President Donald 
Trump, sympathetic to Vice President Kamala Harris, and supportive of the Black Lives Matter movement. In 
addition to covering the U.S. election, much of the website’s content frames Iran in a positive light, with one article 
describing the Iranian Supreme Leader’s support for American student protesters as “a profound act of empathy, an 
embrace of the shared struggle for justice animating the current wave of mobilizations from the youth vanguard.”6 
�is website also shows evidence of AI-generated content, with one article including in its introduction what 
appears to be the prompt for an AI tool to write the article and another mistakenly referring in July 2024 to the late 
Ebrahim Raisi as the newly inaugurated president of Iran.7 

3. Clint Watts, “Iran Targeting 2024 US Election,” Microso� on the Issues, August 8, 2024. (https://blogs.microsoft.com/on-the-
issues/2024/08/08/iran-targeting-2024-us-election). Mandiant previously identi�ed one of these websites in 2022. Cameron Sabel, Kelli 
Vanderlee, Alice Revelli, Sam Riddell, Alden Wahlstrom, Jon Ford, and Luke McNamara, “What to Expect When You’re Electing: 
Preparing for Cyber �reats to the 2022 U.S. Midterm Elections,” Mandiant, September 8, 2022. (https://cloud.google.com/blog/topics/
threat-intelligence/2022-midterm-election-threats)
4. “Disrupting a covert Iranian in�uence operation,” OpenAI, August 16, 2024. (https://openai.com/index/disrupting-a-covert-iranian-
in�uence-operation)
5. Max Lesser and Ari Ben Am, “FDD Identi�es 19 Websites as Part of an Iranian Global In�uence Operation,” Foundation for Defense of Democracies, 
September 6, 2024. (https://www.fdd.org/analysis/2024/09/05/fdd-identi�es-19-websites-as-part-of-an-iranian-global-in�uence-operation) 
6. “Black America’s Unbreakable Bond with the Palestinian Struggle,” Afromajority, May 30, 2024. (https://web.archive.org/
web/20240913220810/https://afromajority.com/index.php/2024/05/30/black-americas-unbreakable-bond-with-the-palestinian-struggle) 
7. “Black Lives Matter: Shaping the 2024 Presidential Election and Beyond,” Afromajority, February 9, 2024. (https://web.archive.org/
web/20240820165805/https://afromajority.com/index.php/2024/02/09/black-lives-matter-shaping-the-2024-presidential-election-and-
beyond); “Tehran Outraged as Top Hamas Leader Assassinated in Iranian Capital,” Afromajority, July 31, 2024. (https://web.archive.org/
web/20240830140333/https://afromajority.com/index.php/2024/07/31/tehran-outraged-as-top-hamas-leader-assassinated-in-iranian-capital)

�e top portion of the 
Afromajority[.]com 
homepage as it appeared on 
September 9, 2024
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Notourwar[.]com has a dedicated tab titled “Veterans,” indicating the apparent target of its content.8 �e 
website provides slanted commentary on U.S. military history with a focus on alleged U.S. war crimes and 
human rights violations during past con�icts, particularly in the Middle East. �e website also features some 
U.S. election-related content. Rather than supporting a particular candidate, the website appears intent on 
denigrating both major presidential candidates and U.S. democracy more broadly, with articles titled “�e 
Bitter Choice: Biden vs. Trump and the Illusion of Democracy in the US” and “Two Presidents, One Problem: 
Drawing Parallels Between Biden and Trump’s Mental Disorders.”9 Not Our War is also one of the most explicitly 
pro-Iran websites in the network, with one article alleging that the United States is secretly researching a 
weather-controlling weapon meant to “curb Iran’s Geopolitical Supremacy.”10

Lalinearoja[.]net is a Spanish-language news website that is strongly anti-American, anti-Saudi, and anti-
Israeli while expressing considerable sympathy toward Iran and its proxies.11 While the website primarily 
focuses on Latin American issues, with a particular focus on Cuba and Venezuela, it regularly publishes 
election-related content.12 The website generally expresses cautious optimism about Vice President Harris 
but also repeatedly criticizes her support for Israel.13 In an article titled “We won’t vote for genocide, 
Americans to Harris,” the website quotes Izzat Al-Rishq, a member of the Hamas political bureau, calling 
Harris “a hypocrite on human rights issues.” In “Harris avoids radical change in Israel’s politics,” the website 
pans Harris’ “ambivalent position on the Palestinian cause” while condemning her support for “the Zionist 
project,” calling Israel “a fundamental war laboratory for the imperialist web of the United States.”

8. “Forgotten Carnage: America’s Unspoken Crimes in the Korean War,” NotOurWar, accessed August 30, 2024. (https://web.archive.org/
web/20240830142946/https://www.notourwar.com)
9. “�e Bitter Choice: Biden vs. Trump and the Illusion of Democracy in the US,” NotOurWar, February 14, 2024. (https://web.archive.
org/web/20240830142911/https://www.notourwar.com/2024/02/14/the-bitter-choice-biden-vs-trump-and-the-illusion-of-democracy-
in-the-us); “Two Presidents, One Problem: Drawing Parallels between Biden and Trump’s Mental Disorders,” NotOurWar, February 
12, 2024. (https://web.archive.org/web/20240830142855/https://www.notourwar.com/2024/02/12/two-presidents-one-problem-drawing-
parallels-between-biden-and-trumps-mental-disorders)
10. “HAARP: The United States’ Modern Environmental Terrorism to Curb Iran’s Geopolitical Supremacy?” NotOurWar, 
September 12, 2023. (https://web.archive.org/web/20240817201220/https://www.notourwar.com/2023/09/12/haarp-united-states-
environmental-terrorism-water-climate-warfare-iran-geopolitical-supremacy-advanced-technologies-water-reserves-rainfall-patterns-
countermeasures)
11. “Search Results for: Iran,” Lalinearoja, accessed August 30, 2024. (https://web.archive.org/web/20240830144932/https://lalinearoja.
net/?s=iran); Grupo LR, “Siete años de resistencia yemení [Seven Years of Yemeni Resistance],” Lalinearoja, March 31, 2022. (https://
web.archive.org/web/20240818202545/https://lalinearoja.net/index.php/2022/03/31/siete-anos-de-resistencia-yemeni); Grupo LR, 
“Venezuela repudia crimen de guerra israelí en Gaza [Venezuela condemns Israeli war crime in Gaza],” Lalinearoja, August 13, 2024. 
(https://web.archive.org/web/20240818203447/https://lalinearoja.net/index.php/2024/08/13/venezuela-repudia-crimen-de-guerra-
israeli-en-gaza)
12. “Search Results for: Trump,” Lalinearoja, accessed August 30, 2024. (https://web.archive.org/web/20240830144645/https://
lalinearoja.net/?s=trump)
13. Grupo LR, “Un futuro inédito: Harris contrasta con Trump y Biden en 2024 [An Unprecedented Future: Harris Contrasts Trump 
and Biden in 2024],” Lalinearoja, August 24, 2024. (Por https://web.archive.org/web/20240830144831/https://lalinearoja.net/index.
php/2024/08/24/un-futuro-inedito-harris-contrasta-con-trump-y-biden-en-2024); Grupo LR, “Cómo se miden Harris y Trump en las 
encuestas para 2024 [How Harris and Trump measure up in the 2024 polls],” Lalinearoja, August 7, 2024. (https://web.archive.org/
web/20240823155812/https://lalinearoja.net/index.php/2024/08/07/como-se-miden-harris-y-trump-en-las-encuestas-para-2024); Grupo 
LR, “‘No votaremos por el genocidio’, estadounidenses a Harris[‘We will not vote for genocide,’ Americans tell Harris],” Lalinearoja, August 
11, 2024. (https://web.archive.org/web/20240823160555/https://lalinearoja.net/index.php/2024/08/11/no-votaremos-por-el-genocidio-
estadounidenses-a-harris); Grupo LR, “Harris evita cambios radicales en política de Israel [Harris avoids radical changes in Israel’s 
politics],” Lalinearoja, August 20, 2024. (https://web.archive.org/web/20240823160922/https://lalinearoja.net/index.php/2024/08/20/
harris-evita-cambios-radicales-en-politica-de-israel) 

https://web.archive.org/web/20240830142946/https://www.notourwar.com/
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Westlandsun[.]com is a Michigan-focused, English-language outlet.14 �e website focuses on issues of concern 
to Muslim Americans, speci�cally those in Michigan, and publishes extensively on the U.S. election, typically 
criticizing conservatives and praising progressive candidates. For example, one article discusses President Joe 
Biden’s outreach to Muslim and Arab Americans in Dearborn, Michigan, and another calls the Michigan primary 
“a political litmus test for Biden’s stance on Israel.”15 Meanwhile, the website’s coverage of Iran and U.S. policy 
towards Iran have a pro-regime slant.16 

Two other U.S. election-focused domains in this network align themselves with liberal and progressive politics: 
Niothinker[.]com and Evenpolitics[.]com.17 A third website in the network, Savannahtime[.]com aggressively 
criticizes Harris and “proudly embraces conservative principles, advocating for limited government, individual 
liberties, and traditional values.”18 Curiously, this website calls Iranian President Ebrahim Raisi’s death a “tragedy” 
and repeatedly calls for U.S. and Israeli diplomatic engagement with Iran.19 Another domain in the network, 
Teorator[.]com, promotes far-right views and conspiracy theories that Democrats are trying to “rig [the] election 
with foreign voters.”20 �is website also criticizes Iranian proxies and Iranian immigrants in the United States.21

Despite the diversity of these websites’ audiences, technical indicators show that they are in fact related. Most 
notably, they currently share and previously have shared the same web hosting servers. Patterns in the email 
addresses of the creators of several domains indicate at least some coordination. Many use the same WordPress 
building so�ware (Elementor) and the same WordPress theme (Hello Elementor). Half of the domains also have 
social media icons with broken links. �ese websites also typically attribute content to unnamed sta� authors, 
rather than speci�c writers. While posing as independent outlets that have no relationship to each other, these 
websites appear to be part of a malign in�uence campaign run by Iran. 

14. “Disrupting a covert Iranian in�uence operation,” OpenAI, August 16, 2024. (https://openai.com/index/disrupting-a-covert-iranian-
in�uence-operation)
15. “Biden Administration Engages in Intensive Outreach E�orts with Muslim and Arab American Community Leaders in Dearborn, 
Michigan,” Westland Sun, February 10, 2024. (https://web.archive.org/web/20240830135935/https://westlandsun.com/2024/02/10/
biden-administration-engages-in-intensive-outreach-e�orts-with-muslim-and-arab-american-community-leaders-in-dearborn-michigan); 
“Michigan Primary: A Political Litmus Test for Biden’s Stance on Israel,” Westland Sun, February 27, 2024. (https://web.archive.org/
web/20240830135954/https://westlandsun.com/2024/02/27/michigan-primary-a-political-litmus-test-for-bidens-stance-on-israel)
16. “Ocasio-Cortez Slams GOP’s Anti-Iran Bills as Distraction Tactic,” Westland Sun, April 17, 2024. (https://web.archive.org/
web/20240830134420/https://westlandsun.com/2024/04/17/ocasio-cortez-slams-gops-anti-iran-bills-as-distraction-tactic)
17. Alden Wahlstrom, Jess Xia, Alice Revelli, and Ryan Serabian, “Information Operations Targeting 2022 U.S. Midterm Elections 
Include Trolling, Narratives Surrounding Speci�c Races, Politicians,” Mandiant, December 19, 2022.  (https://mandiant.com/resources/
blog/information-operations-2022-midterm-elections); Clint Watts, “Iran Targeting 2024 US Election,” Microso� on the Issues, August 8, 
2024. (https://blogs.microsoft.com/on-the-issues/2024/08/08/iran-targeting-2024-us-election)
18. “About,” Savannah Time, accessed August 30, 2024. (https://web.archive.org/web/20240830135007/https://savannahtime.com/about)
19. “Strategic Implications of Israel’s Preemptive Strike Considerations Against Iran,” Savannah Time, August 6, 2024. (https://web.archive.org/
web/20240830140217/https://savannahtime.com/2024/08/06/strategic-implications-of-israels-preemptive-strike-considerations-against-iran); 
“Western O�cials Brace for Volatile Iran A�er Raisi Death,” Savannah Time, May 22, 2024. (https://web.archive.org/web/20240830140302/
https://savannahtime.com/2024/05/22/western-o�cials-brace-for-volatile-iran-after-raisi-death); “Iran Accuses US of Already Being Militarily 
Involved in Israeli-Palestinian Con�ict,” Savannah Time, October 18, 2023. (https://web.archive.org/web/20240830140314/https://
savannahtime.com/2023/10/18/iran-accuses-us-of-already-being-militarily-involved-in-israeli-palestinian-con�ict)
20. “Dems Desperate to Rig Election with Foreign Voters,” Teorator, August 13, 2024. (https://web.archive.org/web/20240830141304/
https://teorator.com/index.php/2024/08/13/dems-desperate-to-rig-election-with-foreign-voters)
21. “Hamas Fans Crash the Party at DNC in Chicago (Because, Why Not?),” Teorator, August 20, 2024. (https://web.archive.org/
web/20240830141503/https://teorator.com/index.php/2024/08/20/hamas-fans-crash-the-party-at-dnc-in-chicago-because-why-not); 
“Olbermann’s Outrageous Denial: XESPN Host Pushes Deranged Claim Trump Wasn’t Shot,” Teorator, July 22, 2024. (https://web.archive.
org/web/20240830141520/https://teorator.com/index.php/2024/07/22/olbermanns-outrageous-denial-xespn-host-pushes-deranged-claim-
trump-wasnt-shot)
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https://web.archive.org/web/20240830135954/https://westlandsun.com/2024/02/27/michigan-primary-a-political-litmus-test-for-bidens-stance-on-israel/
https://web.archive.org/web/20240830134420/https://westlandsun.com/2024/04/17/ocasio-cortez-slams-gops-anti-iran-bills-as-distraction-tactic/
https://web.archive.org/web/20240830134420/https://westlandsun.com/2024/04/17/ocasio-cortez-slams-gops-anti-iran-bills-as-distraction-tactic/
https://mandiant.com/resources/blog/information-operations-2022-midterm-elections
https://mandiant.com/resources/blog/information-operations-2022-midterm-elections
https://blogs.microsoft.com/on-the-issues/2024/08/08/iran-targeting-2024-us-election/
https://web.archive.org/web/20240830135007/https://savannahtime.com/about/
https://web.archive.org/web/20240830140217/https://savannahtime.com/2024/08/06/strategic-implications-of-israels-preemptive-strike-considerations-against-iran/
https://web.archive.org/web/20240830140217/https://savannahtime.com/2024/08/06/strategic-implications-of-israels-preemptive-strike-considerations-against-iran/
https://web.archive.org/web/20240830140302/https://savannahtime.com/2024/05/22/western-officials-brace-for-volatile-iran-after-raisi-death/
https://web.archive.org/web/20240830140302/https://savannahtime.com/2024/05/22/western-officials-brace-for-volatile-iran-after-raisi-death/
https://web.archive.org/web/20240830140314/https://savannahtime.com/2023/10/18/iran-accuses-us-of-already-being-militarily-involved-in-israeli-palestinian-conflict/
https://web.archive.org/web/20240830140314/https://savannahtime.com/2023/10/18/iran-accuses-us-of-already-being-militarily-involved-in-israeli-palestinian-conflict/
https://web.archive.org/web/20240830141304/https://teorator.com/index.php/2024/08/13/dems-desperate-to-rig-election-with-foreign-voters/
https://web.archive.org/web/20240830141304/https://teorator.com/index.php/2024/08/13/dems-desperate-to-rig-election-with-foreign-voters/
https://web.archive.org/web/20240830141503/https://teorator.com/index.php/2024/08/20/hamas-fans-crash-the-party-at-dnc-in-chicago-because-why-not/
https://web.archive.org/web/20240830141503/https://teorator.com/index.php/2024/08/20/hamas-fans-crash-the-party-at-dnc-in-chicago-because-why-not/
https://web.archive.org/web/20240830141520/https://teorator.com/index.php/2024/07/22/olbermanns-outrageous-denial-xespn-host-pushes-deranged-claim-trump-wasnt-shot/
https://web.archive.org/web/20240830141520/https://teorator.com/index.php/2024/07/22/olbermanns-outrageous-denial-xespn-host-pushes-deranged-claim-trump-wasnt-shot/
https://web.archive.org/web/20240830141520/https://teorator.com/index.php/2024/07/22/olbermanns-outrageous-denial-xespn-host-pushes-deranged-claim-trump-wasnt-shot/
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Pro-Iranian Persian-Language Accounts on X Target Iranian Diaspora

While Iran has banned X (formerly Twitter) domestically, Iranian o�cials, including the supreme leader, have 
X accounts.22 An Iranian o�cial once justi�ed this to a group of students at the University of Tehran, saying that 
Iranian o�cials need to use social media to communicate Iran’s message to the world, and in particular, to Iranians 
living overseas.23 It appears that the regime — or, at the very least, its supporters — is doing just that ahead of the 
U.S. presidential election. 

FDD has uncovered 2,378 unique X accounts (as of August 19, 2024) posting content about the U.S. election, 
primarily in Persian, in an apparent attempt to reach Iranian expats, including in the United States, which is home 
to over 400,000 members of the Iranian diaspora community.24 �e accounts frequently repost each other’s content, 
and many have Iranian �ags in their names. Many of the accounts post in high volumes that indicate possible 
automation. Several accounts use pro�le pictures that appear to have been generated by arti�cial intelligence to 
mask the identity of the account’s operator. 

�e accounts post ample election-related content that heavily criticizes both President Trump and Vice President 
Harris (and President Biden before he dropped out of the race). Criticism of Trump claims he is racist and 
Islamophobic and condemns his stance on the Israel-Hamas con�ict.25 While the accounts’ content about Harris is 
generally less critical,26 it similarly decries her position on the war, urging her to stop supporting Israel.27 

22. @khamenei_ir, X, accessed September 2, 2024. (https://ghostarchive.org/archive/S0PNM); Golnaz Esfandiari, “Iranian Politicians 
Who Use Twitter Despite State Ban,” Radio Free Europe/Radio Liberty, August 28, 2017. (https://www.rferl.org/a/iranian-politicians-twitter-
ban/28701701.html)
23. Kourosh Ziabari, “Tweeting Is Banned in Iran, but Not for the Regime’s Supporters,” New Lines Magazine, September 5, 2023. (https://
newlinesmag.com/spotlight/tweeting-is-banned-in-iran-but-not-for-the-regimes-supporters)
24. Soumya Karlamangla, “Why So Many Iranian Immigrants Live in California,” �e New York Times, October 6, 2022. (https://www.
nytimes.com/2022/10/06/us/iranian-immigrants-california.html); Eloise Barry, “�ese Are the Countries Where Twitter, Facebook and 
TikTok Are Banned,” TIME, January 18, 2022. (https://time.com/6139988/countries-where-twitter-facebook-tiktok-banned)
25. @_hich001_, X, July 28, 2024. (https://ghostarchive.org/archive/HH65W) 
26. @shivataghinejad, X, July 24, 2024. (https://ghostarchive.org/archive/�QF9); @shivataghinejad, X, July 24, 2024. (https://ghostarchive.
org/archive/�QF9); @_hich001_, X, August 4, 2024. (https://ghostarchive.org/archive/4Ao77) 
27. @_hich001_, X, August 11, 2024. (https://ghostarchive.org/archive/gmivI); @shivataghinejad, X, March 4, 2024. (https://ghostarchive.
org/archive/0Rxcm); @_hich001_, X, August 10, 2024. (https://ghostarchive.org/archive/zaUvx 

Le�: Post from X account in 
network claiming Trump is racist 
and Islamophobic. Right: Post from 
the same account claiming Harris 
is performing better than Trump in 
swing states and with youth.

https://ghostarchive.org/archive/S0PNM
https://www.rferl.org/a/iranian-politicians-twitter-ban/28701701.html
https://www.rferl.org/a/iranian-politicians-twitter-ban/28701701.html
https://newlinesmag.com/spotlight/tweeting-is-banned-in-iran-but-not-for-the-regimes-supporters/
https://newlinesmag.com/spotlight/tweeting-is-banned-in-iran-but-not-for-the-regimes-supporters/
https://www.nytimes.com/2022/10/06/us/iranian-immigrants-california.html
https://www.nytimes.com/2022/10/06/us/iranian-immigrants-california.html
https://time.com/6139988/countries-where-twitter-facebook-tiktok-banned
https://ghostarchive.org/archive/HH65W
https://ghostarchive.org/archive/ffQF9
https://ghostarchive.org/archive/ffQF9
https://ghostarchive.org/archive/ffQF9
https://ghostarchive.org/archive/4Ao77
https://ghostarchive.org/archive/gmivI
https://ghostarchive.org/archive/0Rxcm
https://ghostarchive.org/archive/0Rxcm
https://ghostarchive.org/archive/zaUvx
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In addition to its election-related content, the network consistently praises Iran and its proxies, including Hamas, 
the Houthis, and Hezbollah.28 �e network shares political cartoons depicting the debunked story that the 
Houthis had successfully struck an American aircra� carrier, the USS Eisenhower. On the day of Hamas leader 
Ismail Haniyeh’s assassination, the network shared a photo of a child in front of a destroyed building holding a 
portrait of Haniyeh.

A Telegram account appears to orchestrate the activity of a subset of accounts in the network. �ese accounts 
repost content shared in a Persian-language, pro-Iran Telegram channel called “Revolutionary Twitter - X” 
� 29.(توییتر انقلابی - ایکس)is Telegram channel (@twtenghelabi) also links to associated accounts on Instagram 
and several Iranian platforms, including Eitaa, Rubika, and Splus. �e channel has over 62,000 subscribers30 
and appears, at least in part, to seed content that the Persian-language accounts use on X. For example, on July 
22, a�er the Telegram channel shared a post by X user @faeze1990 about Trump’s statements on the Iranian 
economy,31 the network reposted this content over 35 times over the course of eight days, with identical or 
nearly identical text. Several of these posts even included the logo of the @twtenghelabi Telegram channel in 
their photos, showing that they took these photos directly from the Telegram channel, rather than from the 
original post on X.32

Hezbollah’s Cross-Platform Influence Operation

Iran also appears to be using its terrorist proxies to conduct cyber-enabled in�uence operations to interfere 
with the U.S. election. Four years ago, according to U.S. intelligence, Hezbollah conducted small-scale e�orts to 
in�uence the 2020 U.S. election.33 During the 2024 election cycle, Hezbollah is once again attempting to undermine 
Americans’ faith in their democracy and the stability of the U.S. political system.

�e “Hoopoe Platform,” a media brand that the threat intelligence �rm Recorded Future �rst outed as a foreign 
in�uence operation,34 propagates English-language, pro-Hezbollah, anti-U.S., and anti-Israel content across 
YouTube, Facebook, Instagram, X, TikTok, Telegram, and LinkedIn. �e network’s YouTube channel has since 
been taken down, while its other channels remain online (as of September 2, 2024).35

28. @Nayere_n_d_81, X, August 4, 2024. (https://ghostarchive.org/archive/6Vt8g); @razmandeh1367, X, July 31, 2024. (https://ghostarchive.
org/archive/pl2v1); @zeinab98ak, X, July 31, 2024. (https://ghostarchive.org/archive/GU10L)
29. @imidoonam, X, April 26, 2024. (https://ghostarchive.org/archive/kJydW)
30. @twtenghelabi, Telegram, accessed September 12, 2024. (https://ghostarchive.org/archive/soKPw)
31. @twtenghelabi, Telegram, July 22, 2024. (https://web.archive.org/web/20240829210111/https://t.me/twtenghelabi/92053); @faeze1990, 
X, July 22, 2024. (https://ghostarchive.org/archive/gT70v)
32. @vallyani101, X, July 24, 2024. (https://ghostarchive.org/archive/cRnfe); @Tamadon_islami, X, July 23, 2024. (https://ghostarchive.
org/archive/bAH78); @khatoon40202, X, July 23, 2024. (https://ghostarchive.org/archive/bWOl0); @mohadeseh91274, X, July 23, 2024. 
(https://ghostarchive.org/archive/JtA6o)
33. National Intelligence Council, “Foreign �reats to the 2020 US Federal Elections,” March 10, 2021, declassi�ed by DNI Haines on 
March 15, 2021. (https://www.dni.gov/�les/ODNI/documents/assessments/ICA-declass-16MAR21.pdf)
34. Insikt Group, “Malign In�uence �reats Mount Ahead of US 2024 Elections,” Recorded Future, August 13, 2024. (https://
go.recordedfuture.com/hubfs/reports/ta-2024-0813.pdf)
35. HoopoePlatform, YouTube, July 18, 2024. (https://web.archive.org/web/20240718023645/https:/www.youtube.com/@hoopoeplatform); 
Hoopoe Platform, Facebook, September 9, 2024. (https://ghostarchive.org/archive/Z5DV8); @Hoopoeplatform1, X, September 2, 2024. 
(https://ghostarchive.org/archive/fXNg6)

https://ghostarchive.org/archive/6Vt8g
https://ghostarchive.org/archive/pl2v1
https://ghostarchive.org/archive/pl2v1
https://ghostarchive.org/archive/GU10L
https://ghostarchive.org/archive/kJydW
https://ghostarchive.org/archive/soKPw
https://web.archive.org/web/20240829210111/https:/t.me/twtenghelabi/92053
https://ghostarchive.org/archive/gT70v
https://ghostarchive.org/archive/cRnfe
https://ghostarchive.org/archive/bAH78
https://ghostarchive.org/archive/bAH78
https://ghostarchive.org/archive/bWOl0
https://ghostarchive.org/archive/JtA6o
https://www.dni.gov/files/ODNI/documents/assessments/ICA-declass-16MAR21.pdf
https://go.recordedfuture.com/hubfs/reports/ta-2024-0813.pdf
https://go.recordedfuture.com/hubfs/reports/ta-2024-0813.pdf
https://web.archive.org/web/20240718023645/https:/www.youtube.com/@hoopoeplatform
https://ghostarchive.org/archive/Z5DV8
https://ghostarchive.org/archive/fXNg6
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�e Hoopoe Platform variously criticizes and expresses support 
for both major presidential candidates,36 but its distinctive 
emphasis is the denigration of the democratic process itself. �e 
platform alleges that both political parties “take money from the 
same people,” that elections present an “illusion of choice” and 
that the country is run by a “uniparty.”37 Other posts on X and 
TikTok suggest that “Israel rules America” and that the election is 
controlled by Israel, Jewish �nancial interests, or the deep state.38 
Hoopoe material also insinuates that the deep state was responsible 
for the July 13, 2024, assassination attempt against President Trump 
or, conversely, suggests the attempt was staged.39 �e platform also 
promotes content from others warning that civil war might erupt 
should Trump lose the election.40

�e Hoopoe Platform also appears to share U.S. election-related 
content to garner more engagement from U.S. audiences for its 
explicitly pro-Hezbollah content. �is material o�en quotes Hassan 
Nasrallah and warns that Hezbollah will strike Israeli military bases 
as well as power plants, oil re�neries, ports, and civilian airports.41 
Several posts even share o�cial statements from Hezbollah. 

36. Hoopoe Platform, Facebook, August 7, 2024. (https://ghostarchive.org/archive/NBNpn); @Hoopoeplatform1, X, August 21, 2024. 
(https://ghostarchive.org/archive/Rpp5W); @hoopoeplatform1, TikTok, July 24, 2024. (https://ghostarchive.org/archive/WaVah); @
hoopoeplatform1, TikTok, August 23, 2024. (https://ghostarchive.org/archive/r2vV3); @Hoopoeplatform1, X, August 23, 2024. (https://
ghostarchive.org/archive/I0gtk); Hoopoe Platform, Facebook, August 23, 2024. (https://ghostarchive.org/archive/0Nzi5); @hoopoeplatform1, 
TikTok, July 22, 2024. (https://ghostarchive.org/archive/PoVZP) 
37. @Hoopoeplatform1, X, June 18, 2024. (https://ghostarchive.org/archive/RP7IN); @hoopoeplatform1, TikTok, July 30, 2024. (https://
ghostarchive.org/archive/D02cr) 
38. @hoopoeplatform1, X, July 19, 2024. (https://ghostarchive.org/archive/Mr4QX); @hoopoeplatform1, TikTok, July 24, 2024. (https://
ghostarchive.org/archive/BITsv) 
39. @hoopoeplatform1, TikTok, July 24, 2024. (https://ghostarchive.org/archive/7tzCY); @hoopoeplatform1, TikTok, July 16, 2024. (https://
ghostarchive.org/archive/eElr1); @hoopoeplatform1, TikTok, July 17, 2024. (https://ghostarchive.org/archive/Y0cf5); @hoopoeplatform1, 
X, July 25, 2024. (https://ghostarchive.org/archive/Jsrbo)
40. @hoopoeplatform1, X, July 12, 2024. (https://ghostarchive.org/archive/nS9Tz); @hoopoeplatform1, X, July 24, 2024. (https://
ghostarchive.org/archive/EF1vP) 
41. @Hoopoeplatform1, X, August 26, 2024. (https://ghostarchive.org/archive/QYYas); @hoopoeplatform1, X, August 6, 2024. (https://
ghostarchive.org/archive/70UIp); Hoopoe Platform, Facebook, August 26, 2024. (https://ghostarchive.org/archive/WKoo3); Hoopoe 
Platform, Facebook, August 24, 2024. (https://ghostarchive.org/archive/q4n9W); Hoopoe Platform, Facebook, August 13, 2024. (https://
ghostarchive.org/archive/sBqWw); Hoopoe Platform, Facebook, August 12, 2024. (https://ghostarchive.org/archive/EoLi8); Hoopoe Platform, 
Facebook, August 11, 2024. (https://ghostarchive.org/archive/iouje); Hoopoe Platform, Facebook, August 10, 2024. (https://ghostarchive.
org/archive/ZPTzS); Hoopoe Platform, Facebook, August 9, 2024. (https://ghostarchive.org/archive/Or21K); Hoopoe Platform, Facebook, 
August 9, 2024. (https://ghostarchive.org/archive/4jmzP); Hoopoe Platform, Facebook, August 7, 2024. (https://ghostarchive.org/archive/
uaOIP); Hoopoe Platform, Facebook, August 6, 2024. (https://ghostarchive.org/archive/4pDdW); Hoopoe Platform, Facebook, August 6, 
2024. (https://ghostarchive.org/archive/otQhw); Hoopoe Platform, Facebook, August 5, 2024. (https://ghostarchive.org/archive/QcdWx); 
Hoopoe Platform, Facebook, August 5, 2024. (https://ghostarchive.org/archive/xXGbf) 

Post on X from Hoopoe Platform discouraging 
voters from choosing Trump or Biden.
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�e platform takes its name from the hoopoe bird, a prominent symbol in Levantine and Middle Eastern 
culture and Islamic texts. For this same reason, Hezbollah named its drones “hoopoe drones.” �e Hoopoe 
Platform has shared at least one of Hezbollah’s videos purporting to show surveillance footage of strategic 
locations in Israel.42

While Recorded Future identi�ed the platform as Iranian, deeper research by FDD into the content and the 
past and present a�liations of the Hoopoe Platform’s news hosts indicates that Hezbollah plays a prominent 
role. If Iran is indeed involved, it is more likely a joint enterprise involving both patron and client. At least 
one video on the Hoopoe Platform’s (now defunct) YouTube page appears to be a news program, �lmed in 
a television studio, hosted by a man named Srdjan Preradovic who appears to have numerous connections 
to Hezbollah. His Facebook pro�le, for example, lists only two friends, one of whom works as a reporter 
for Iranian state news outlet PressTV, and the other shared a post recruiting people to work at al-Ahed, a 
Hezbollah-owned news outlet.43 He also appears to have previously hosted a show titled “News Analysis with 
host Srjdan Preradovic,” broadcasted by al-Etihaj TV Newsroom, a channel owned by Kataib Hezbollah, an 
Iranian terrorist proxy in Iraq.44 Additionally, the Hoopoe Platform’s YouTube channel and Facebook page 
list an email address, Hoopoeplatform@gmail[.]com.45 Using open-source intelligence platform OSINT 
Industries, FDD found that the phone number a�liated with this email address has a Lebanese country code, 
further suggesting Hezbollah’s involvement.

42. Hoopoe Platform, Facebook, July 9, 2024. (https://ghostarchive.org/archive/e6Omh) 
43. Srdjan Preradovic, Facebook, September 9, 2024. (https://ghostarchive.org/archive/z2vvz) 
44. See multiple references to “News Analysis with host Srjdan Preradovic” in: “Vitae: Colin S. Cavell,” Colin S. Cavell, Ph.D., 
accessed September 12, 2024. (https:); Hamdi Malik and Crispin Smith, “Pro�le: Al-Etejah Satellite Television,” �e Washington 
Institute for Near East Policy, August 1, 2021. (https://www.washingtoninstitute.org/policy-analysis/pro�le-al-etejah-satellite-television) 
45. Hoopoe Platform, Facebook, September 9, 2024. (https://ghostarchive.org/archive/dYGwi). Note: �e YouTube page was taken down 
before archiving was possible.

Le�: Screenshot of Hoopoe Platform YouTube video (which has since been taken down) showing the name of the ‘news anchor’ 
who appears in much of the network’s content. Right: Facebook page of this man showing his friend connections with people 
associated with Iran and Hezbollah-run news outlets. 

https://ghostarchive.org/archive/e6Omh
https://ghostarchive.org/archive/z2vvz
https://cscpo.coffeecup.com/colin_s_cavell_vita.htm
https://www.washingtoninstitute.org/policy-analysis/profile-al-etejah-satellite-television
https://ghostarchive.org/archive/dYGwi
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Russia Intertwines the U.S. Election and Support for Ukraine

During the 2024 election cycle, Russian President Vladimir Putin is attempting not only to stoke divisions in 
American society and undermine public con�dence in democratic institutions but also to weaken American support 
for Ukraine, especially in swing states, according to U.S. intelligence.46 Microso� warned it is tracking upwards of 
70 Russian groups engaging in “Ukraine-focused disinformation” using “both covert and overt operations.”47 One 
particular such e�ort is the proli�c Doppelganger campaign. 

Doppelganger earned its name by cloning mainstream news websites. Within the United States, Doppelganger 
has spoofed Fox News and �e Washington Post while also creating original brands, such as Election Watch and 
Lies of Wall Street, that purport to be American.48 In early September, the Department of Justice (DOJ) seized 32 
Doppelganger websites and indicted three companies operating these domains for violating U.S. money laundering 
and criminal trademark laws.49

Doppelganger has used AI-generated content and manufactured statements from celebrities to drive audience 
engagement.50 According to DOJ, Doppelganger also used paid social media ads and “social media pro�les posing 
as U.S. (or other non-Russian) citizens” to attempt “to trick viewers into believing they were being directed to a 
legitimate news media outlet’s website.”51

Doppelganger began targeting European audiences two years ago and expanded to U.S. audiences last year.52 
While Doppelganger attempts to exacerbate political divisions within the United States by angering all sides,53 
its approach to Ukraine is one-sided: the campaign attacks Democrats who support Kyiv and bashes Ukrainians 
directly. In all cases, Doppelganger attempts to hide its Russian identity by appearing as authentic American voices. 

46. Sean Lyngaas, “US intel o�cials warn Russia plans to target swing states in 2024 election with in�uence operations,” CNN, July 
11, 2024. (https://www.cnn.com/2024/07/09/politics/russia-2024-election-in�uence-operations-intelligence/index.html); U.S. O�ce of 
the Director of National Intelligence, “Election Security Update As of Early July 2024,” July 9, 2024. (https://www.dni.gov/�les/FMIC/
documents/ODNI-Election-Security-Update-20240709.pdf)
47. Clint Watts, “Russian US election interference targets support for Ukraine a�er slow start,” Microso� on the Issues, April 17, 2024. 
(https://blogs.microsoft.com/on-the-issues/2024/04/17/russia-us-election-interference-deepfakes-ai)
48. “Second Quarter Dra�: Adversarial �reat Report,” Meta, 2023. (https://www.politico.eu/wp-content/uploads/2023/08/29/NEAR-
FINAL-DRAFT-Meta-Quarterly-Adversarial-�reat-Report-Q2-2023.pdf)  
49. U.S. Department of Justice, Press Release, “Justice Department Disrupts Covert Russian Government-Sponsored Foreign Malign 
In�uence Operation Targeting Audiences in the United States and Elsewhere,” September 4, 2024. (https://www.justice.gov/opa/pr/justice-
department-disrupts-covert-russian-government-sponsored-foreign-malign-in�uence)
50. Insikt Group, “Obfuscation and AI Content in the Russian In�uence Network ‘Doppelgänger’ Signals Evolving Tactics,” Recorded 
Future, December 5, 2023. (https://go.recordedfuture.com/hubfs/reports/ta-2023-1205.pdf); Daryna Antoniuk, “Fake anti-Ukraine 
celebrity quotes recently surged on social media,” �e Record, June 17, 2024. (https://therecord.media/fake-celebrity-quotes-anti-ukraine-
doppelganger-bot-blocker)
51. U.S. Department of Justice, Press Release, “Justice Department Disrupts Covert Russian Government-Sponsored Foreign Malign 
In�uence Operation Targeting Audiences in the United States and Elsewhere,” September 4, 2024. (https://www.justice.gov/opa/pr/justice-
department-disrupts-covert-russian-government-sponsored-foreign-malign-in�uence)  
52. “Russia-based Facebook operation targeted Europe with anti-Ukraine messaging,” DFRLab, September 27, 2022. (https://medium.
com/dfrlab/russia-based-facebook-operation-targeted-europe-with-anti-ukraine-messaging-389e32324d4b)
53. Insikt Group, “Obfuscation and AI Content in the Russian In�uence Network ‘Doppelgänger’ Signals Evolving Tactics,” Recorded 
Future, December 5, 2023. (https://go.recordedfuture.com/hubfs/reports/ta-2023-1205.pdf)
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In partnership with Alliance4Europe and other organizations in the Counter Disinformation Network (CDN), 
FDD analyzed Doppelganger activity on X in June 2024.54 Just as in other forums, central to Doppelganger’s e�orts 
on X is the claim Ukraine is corrupt and thus U.S. aid is a waste of Americans’ “hard-earned money,” like “pouring 
water into a sieve.” Other content seeks to drive a wedge between the United States and its NATO allies, arguing 
that the European Union should “carry its weight.” �e campaign o�en alleges that Ukrainian President Volodymyr 
Zelenskyy is power-hungry, betrays the Ukrainian people and his allies, is militarily incompetent, or is a puppet 
of the Democratic Party. In turn, Doppelganger has criticized President Biden for allegedly focusing too much on 
providing military support to Ukraine, claiming Biden is neglecting domestic issues or misdirecting resources that 
would better serve U.S. citizens.55 

Since the start of the war between Israel and Hamas, Doppelganger has pushed narratives on X implying that 
Israel controls the United States or that Israeli military actions have caused excessive Palestinian civilian deaths. 
At other times, however, Doppelganger has praised Israeli Prime Minister Benjamin Netanyahu and criticized the 
Democratic Party for allegedly distancing itself from Israel for political gain. �e campaign has even argued that 
Washington should divert Ukrainian aid to Israel or even Taiwan, stating, “It seems wasteful to support a country 
[Ukraine] whose o�cials pocket the help they receive. Better aid Israel.”56 In this respect, it appears Doppelganger 
is simply using discussions of Israel to further its anti-Ukraine agenda. 

Persistent Chinese Operation Targets U.S. Elections

Spamou�age, a sprawling Chinese multiplatform in�uence operation, has persisted over many years despite 
numerous attempts by social media companies to delete thousands of accounts associated with this malign 
in�uence campaign. �e operation posts vast amounts of apolitical content in an attempt to hide its anti-American 
and pro-Chinese Communist Party (CCP) content from social media algorithms designed to weed out inauthentic 
activity. Since the �rst few months of 2024, Spamou�age has been sharing polarizing content related to the U.S. 

54. “Fool Me Once: Russian In�uence Operation Doppelganger Continues on X and Facebook,” Alliance4Europe, September 3, 2024. 
(https://alliance4europe.eu/russian-in�uence-doppelganger-june-x-meta) 
55. @MathildeSh25219, X, June 11, 2024. (https://archive.is/vA1NK/image)
56. “Fool Me Once: Russian In�uence Operation Doppelganger Continues on X and Facebook,” Alliance4Europe, September 3, 2024. 
(https://alliance4europe.eu/russian-in�uence-doppelganger-june-x-meta) 

Screenshots of English-language 
Doppelganger posts on X from 
CDN dataset analyzed by FDD. 
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elections.57 In these e�orts, Spamou�age impersonates U.S. voters to spread divisive content,58 criticize American 
democracy more broadly,59 and tra�c in antisemitic tropes about Jewish control of the American government.60

FDD previously uncovered yet another wing of Spamou�age operating on Facebook, observing its attempts 
to begin pivoting from general anti-American content toward content more speci�cally tied to the upcoming 
election.61 A�er FDD revealed its existence in March and provided relevant information to Meta on about 450 
inauthentic accounts, this wing of the network appears to have ceased operation. 

In April 2024, however, a British think tank, the Institute of Strategic Dialogue, exposed Spamou�age accounts on 
X posing as Trump supporters.62 Some of these accounts previously posted pro-CCP and anti-American content, 
criticizing Republicans and President Trump,63 but now claim to be patriotic Americans and “Pro-Trump.”64 

Spamou�age has historically criticized President Biden but posts much less frequently about Vice President Harris. 
A�er Biden dropped out of the race, however, the network began criticizing her,65 including sharing an apparently 
AI-generated cartoon of Harris attacking Trump with an axe in the bathtub with reference to �e Shining.66

Many other posts criticize both candidates simultaneously, o�en by insinuating that Israel controls both political 
parties. At least twice, Spamou�age accounts have shared similar AI-generated images depicting a kneeling Trump 
and Harris worshipping a standing Israeli Prime Minister Netanyahu.67 Another post similarly argues that Israel 
controls America, with a cartoon of Trump and Harris in Netanyahu’s suit jacket pockets.68 

57. Max Lesser, Ari Ben Am, Margot Fulde-Hardy, Saman Nazari, and Paul J. Malcomb, “Much Ado About ‘Somethings’: China-
Linked In�uence Operation Endures Despite Takedowns,” Foundation for Defense of Democracies, March 27, 2024. (https://www.fdd.
org/analysis/2024/03/27/much-ado-about-somethings); Ti�any Hsu and Steven Lee Myers, “China’s Advancing E�orts to In�uence the 
U.S. Election Raise Alarms,” �e New York Times, April 1, 2024. (https://www.nytimes.com/2024/04/01/business/media/china-online-
disinformation-us-election.html); Elise �omas, “Pro-CCP ‘Spamou�age’ network pivoting to focus on US Presidential Election,” Institute 
for Strategic Dialogue, February 15, 2024. (https://www.isdglobal.org/digital_dispatches/pro-ccp-spamou�age-net-work-focuses-on-us-
election)
58. “�e #Americans: Chinese State-Linked In�uence Operation Spamou�age Masquerades as U.S. Voters to Push Divisive 
Online Narratives Ahead of 2024 Election,” Graphika, September 2024. (https://public-assets.graphika.com/reports/graphika-report-
the-americans.pdf) 
59. @nbsdemo, X, July 27, 2024. (https://ghostarchive.org/archive/xzO1f); @LeyaoHan_, X, July 12, 2024. (https://ghostarchive.org/
archive/R2ijj); @MeAdoteBeta, X, January 8, 2024. (https://ghostarchive.org/archive/MYtHI); @KeelanRudy, X, June 26, 2024. (https://
ghostarchive.org/archive/7WdjW)
60. @mmshouhu, X, August 16, 2024. (https://ghostarchive.org/archive/CSiBc)
61. Max Lesser, Ari Ben Am, Margot Fulde-Hardy, Saman Nazari, and Paul J. Malcomb, “Much Ado About ‘Somethings’: China-Linked 
In�uence Operation Endures Despite Takedowns,” Foundation for Defense of Democracies, March 27, 2024. (https://www.fdd.org/
analysis/2024/03/27/much-ado-about-somethings)
62. Elise �omas, “Pro-CCP ‘Spamou�age’ network pivoting to focus on US Presidential Election,” Institute for Strategic Dialogue, 
February 15, 2024. (https://www.isdglobal.org/digital_dispatches/pro-ccp-spamou�age-net-work-focuses-on-us-election)
63. @DanielLewisd, X, April 14, 2024. (https://ghostarchive.org/archive/xl6go); @DanielLewisd, X, October 31, 2023. (https://x.com/
DanielLewisd/status/1719220265849327763); @DanielLewisd, X, April 7, 2024. (https://x.com/DanielLewisd/status/1777144903069475323); 
@DanielLewisd, X, October 26, 2023. (https://x.com/DanielLewisd/status/1717734047424909353)
64. @DanielLewisd, X, accessed September 2, 2024. (https://x.com/DanielLewisd)
65. @nbsdemo, X, July 22, 2024. (https://ghostarchive.org/archive/9e2VZ); @congcong612, X, July 22, 2024. (https://ghostarchive.
org/archive/I2wwy)
66. @husband_s1, X, July 22, 2024. (https://ghostarchive.org/archive/cnQNg)
67. @nbsdemo, X, August 18, 2024. (https://ghostarchive.org/archive/1b�s); @congcong612, X, August 26, 2024. (https://ghostarchive.
org/archive/8ID6H)
68. @nbsdemo, X, August 27, 2024. (https://ghostarchive.org/archive/er9h6)
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More recently, in September, social media analytics �rm Graphika exposed more Spamou�age accounts on X, 
again posing as concerned U.S. citizens.69 �e report warns, “Spamou�age’s attempts to pose as U.S. users are 
more expansive than previously reported.” It further notes that while Spamou�age has gained little traction on X, 
a Spamou�age account on TikTok posing as a conservative American media outlet amassed 1.5 million views on 
one of its videos. 

Recommendations

Ensuring election integrity requires a long-term commitment to action by the federal and state governments, 
social media and traditional media companies, and American citizens. In the next two months, however, there 
are concrete steps these parties can take to deter, thwart, and mitigate foreign malign cyber-enabled in�uence 
operations by America’s adversaries. 

1. Sanction the �nancial networks that facilitate illicit cyber activity: �e U.S. Department of the Treasury 
has previously sanctioned individuals and entities for illicit cyber activity, including attempts to interfere in 
U.S. elections.70 �e Department of Justice has likewise issued indictments. In coordination with interagency 
partners at the State, Treasury, and Justice Departments should continue these e�orts. Sanctions and indictments 
that target operators, however, are insu�cient given that the operators likely have limited �nancial exposure 
outside their home countries. However, identifying and sanctioning the operatives’ �nancial backers (and then 
enforcing those sanctions) may have a more immediate, detrimental e�ect, as those �nanciers likely have more 
ties to the international �nancial system and are thus more susceptible to U.S. (and multilateral) sanctions. 

2. Conduct investigations merging traditional open-source cybersecurity research and counter-in�uence 

operations strategies: �e FDD research outlined in this report involved a combination of traditional 
cybersecurity techniques exploring domain registrants and malicious infrastructure alongside in�uence 
operations research analyzing narratives and messaging. �is type of interdisciplinary investigation — whether 
conducted by the federal government, the intelligence community, and law enforcement or by academics and 

69. “�e #Americans: Chinese State-Linked In�uence Operation Spamou�age Masquerades as U.S. Voters to Push Divisive 
Online Narratives Ahead of 2024 Election,” Graphika, September 2024. (https://public-assets.graphika.com/reports/graphika-report-
the-americans.pdf) 
70. U.S. Department of the Treasury, Press Release, “Treasury Sanctions Actors Supporting Kremlin-Directed Malign In�uence E�orts,” 
March 20, 2024. (https://home.treasury.gov/news/press-releases/jy2195); U.S. Department of the Treasury, Press Release, “Treasury Takes 
Action as Part of a U.S. Government Response to Russia’s Foreign Malign In�uence Operations,” September 4, 2024. (https://home.
treasury.gov/news/press-releases/jy2559) 

AI-generated images depicting 
a kneeling Trump and Harris 
worshipping a standing Israeli  
Prime Minister Netanyahu.
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independent researchers — should become the norm to more rapidly identify and attribute foreign malign 
cyber-enabled in�uence operations targeting U.S. elections and the American people more broadly.

3. Dismantle known infrastructure: While FDD research has exposed previously unidenti�ed adversarial 
operations, it also highlights a systemic failure to disrupt known in�uence operations that persist despite public 
exposure. To varying degrees, social media companies disable accounts de�nitely linked to foreign malign 
in�uence operations, but these companies can do a better job enforcing their own policies against inauthentic 
activity. U.S. law enforcement, meanwhile, should work with internet service providers, cloud providers, web 
hosts, and other technology companies to take down domains associated with foreign in�uence operations. 

4. Work with U.S. allies to hold web hosting providers accountable: U.S. regulations require American web hosts 
and other service providers to verify the identity of foreign customers. Many foreign operatives and criminal 
actors, however, use hosts located outside the United States, beyond the reach of U.S. law enforcement. �e U.S. 
government, through the State Department’s Bureau of Cybersecurity and Digital Policy and the FBI’s overseas 
cyber assistant legal attachés, should work with European and other allies to strengthen know-your-customer 
and other vetting processes for all internet infrastructure providers within their jurisdictions and help dismantle 
domains engaged in illegal activities whether they be in�uence operations or traditional criminal activity.71 

5. Provide additional technical information on foreign in�uence campaigns: In the lead-up to the November 
elections, the O�ce of the Director of National Intelligence committed to providing regular updates about threats 
to election integrity.72 �e federal government is also moving quickly to con�rm the attribution of campaigns 
exposed by private cybersecurity �rms.73 However, neither these e�orts nor previous declassi�ed reports on 
threats to elections explains the tactics the intelligence community is observing. While discretion is necessary 
to protect U.S. sources and methods, foreign in�uence operations are largely conducted in the public eye. Open-
source intelligence reveals a great deal about what China, Russia, and Iran are doing in cyberspace. Just as 
providing indicators of compromise helps the private sector protect itself from cyberattacks, providing more 
technical information helps social media companies, internet infrastructure providers, and private researchers 
identify and dismantle in�uence campaigns. More information may also enable the American people and their 
elected representatives to take additional steps to mitigate the vulnerabilities that U.S. adversaries are exploiting. 

Conclusion

China, Russia, and Iran are actively attempting to undermine the faith that Americans have in democratic 
institutions and processes. Each of these adversaries employs inauthentic websites and content to mask their 
propaganda as an expression of genuine American opinion. Between now and the November election, federal and 
state governments, law enforcement, technology companies, and the American people themselves must take steps 
necessary to thwart attempts to undermine the public’s belief in the importance of elections. Over the long term, 
however, more needs to be done to address the underlying weaknesses in our technology, politics, and society that 
these adversaries are exploiting. Future reports in this series will seek to contribute to that vital conversation. 

71. U.S. Department of Justice, Press Release, “Justice Department Disrupts Covert Russian Government-Sponsored Foreign Malign 
In�uence Operation Targeting Audiences in the United States and Elsewhere,” September 4, 2024. (https://www.justice.gov/opa/pr/justice-
department-disrupts-covert-russian-government-sponsored-foreign-malign-in�uence) 
72. U.S. O�ce of the Director of National Intelligence, Press Release, “Statement from Director of National Intelligence Avril Haines 
on Recent Iranian In�uence E�orts,” July 9, 2024. (https://www.dni.gov/index.php/newsroom/press-releases/press-releases-2024/3842-
statement-from-director-of-national-intelligence-avril-haines-on-recent-iranian-in�uence-e�orts)
73. U.S. O�ce of the Director of National Intelligence, Federal Bureau of Investigations, and Cybersecurity and Infrastructure Security 
Agency, Press Release, “Joint ODNI, FBI, and CISA Statement on Iranian Election In�uence E�orts,” August 19, 2024. (https://www.cisa.
gov/news-events/news/joint-odni-fbi-and-cisa-statement-iranian-election-in�uence-e�orts)
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